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Chapter 1. Introduction

rPath offersits customers products and servicesto build appliances based on the rPath Appliance
Platform. Part of the platform is the rPath Appliance Platform Agent (rAPA) which provides
an interface for performing initial configuration and ongoing maintenance on the deployed
appliance. rAPA ismade up of aserver and exposed interfaces, and there are optionsto use either
its native web interface or its XML-RPC calls to perform the administrative tasks.

One of the most powerful features of rAPA is the ability to customize it and extend it so that
it provides a complete administrative interface for al appliance configuration and maintenance
needs. rPath provides two documents for working with rAPA:

 rPath Appliance Platform Agent Customization Guide -- This guide introduces the default
rAPA interface and provides instructions for packaging a custom configuration to brand the
interface, modify the available functions, and override default values. This includes ensuring
appliances that are using the rPath Appliance Platform Entitlement Service (rES) have the
necessary ent i t | enent s. xm fileincluded as part of the appliance.

* rPath Appliance Platform Agent Plugin Development Guide -- This guide describes the
structure of rAPA with an emphasis on its extensible nature, and it provides instructions for
developing a custom plugin from a basic template and packaging that plugin to be part of an
appliance. Usethefollowing URL sto accessthisguide online or download aPDF version of it:

http://docs.rpath.com/rAPA_Plugin_Development_Guide [http://docs.rpath.com/
rAPA_Plugin_Development_Guide/index.html] (HTML)

http://docs.rpath.com/rAPA_Plugin_Development_Guide.pdf

What You Should Already Know

This guide assumes the reader has some basic appliance development and Conary packaging
experience. If you are using this guide for the first time, and have not yet worked on your own
appliance development with rPath products and services, rPath recommends either attending a
training class, or just starting out with the self-paced Application to Appliance: A Hands-on
Guide, including an optional pre-configured development environment and available as a PDF
download at the following URL:

http://wiki.rpath.com/wiki/Application_to_Appliance

What You Need

Before customizing rAPA for an appliance, you should have an environment already configured
for conducting devel opment work on your appliance. This guide assumes you are able to do the
following in that environment:

» Shadow a package from one Conary label to another

» Check out and modify packagesin Conary

» Build Conary packages using rMake

» Check in a package to a product repository in rBuilder
» Add packagestoinstall as part of an appliance


http://docs.rpath.com/rAPA_Plugin_Development_Guide/index.html
http://docs.rpath.com/rAPA_Plugin_Development_Guide/index.html
http://docs.rpath.com/rAPA_Plugin_Development_Guide/index.html
http://docs.rpath.com/rAPA_Plugin_Development_Guide.pdf
http://wiki.rpath.com/wiki/Application_to_Appliance

What Y ou Need

» Use atest image of an appliance to test packaged software
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Chapter 2. Overall rAPA Structure

The rPath Appliance Platform Agent is written in the Python programming language and
makes use of existing open-source technologies to provide its functions for configuration and
maintenance for an appliance. The following sections introduce the technol ogies and outline the
basic structure of rAPA.

Open-source Technologies in rAPA

rAPA isbuild on an powered by open-source technol ogies, enhancing its extensible nature while

providing a solid web application foundation. The following technologies are used in rAPA:

e Python -- Dynamic object-oriented programming language which is loosely-typed, has
extensive standard libraries, and has strong support for integration with other languages and
tools; to read more about Python, go to: http://www.python.org

» Kid template framework -- Templating language for XML written in Python, focused on
web interface layout and presentation; to read more about Kid, go to: http://www.kid-
templating.org

* CherryPy -- HTTP framework written in Python, handling everything from backend
database activities to web interface layout; to ready more about CherryPy, go to: http://
www.cherrypy.org

Two Parts of rAPA: Service and Interfaces

The rPath Appliance Platform Agent consists of two parts: a server and exposed interfaces. The
server part is driven by atask scheduler, and the interfaces are driven by HTTP and JSON. The
plugin structure within rAPA makes use of each of these two partsfor each plugin. Thefollowing
sections describe these parts further.

rAPA Interfaces

Each of the functions within rAPA are provided through one of two interfaces. a web interface
and XML-RPC. The web interface uses HTTP and HTTPS, accessibly by any W3 standard-
compliant web browser, and a JSON JavaScript encoder/decoder for Python. The XML-RPC
interface is accessible by an XML-RPC client configured to make the appropriate remote calls
torAPA.

For XML-RPC, any XML-RPC client can be created or modified to send calls to rAPA to
perform the same tasks that are built in to the web interface. See the rAPA Plugin Devel opment
Guide [http://docs.rpath.com/rAPA_Plugin_Development_Guide/index.html] for information
about how to develop an XML-RPC client to interact with rAPA, and how to identify and use
the XML-RPC exposed functionsin rAPA.

rAPA Task Scheduler

TasksinrAPA are completed through the use of ascheduler. The scheduling model for the server

recognizes three types of scheduled tasks:

» Immediate Tasks are scheduled to execute once, usually within 5 seconds, which isthe rAPA
equivalent to manually launching the task.
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rAPA Plugin Structure

» One-time Scheduled Tasks are schedul ed to execute once, but often include long-running tasks
to be scheduled as resources permit.

* Repeating Tasks are schedul ed to be executed with repeatable schedules, such ashourly, daily,
weekly, and monthly.

The built-in functions for rAPA are developed to use the scheduler as appropriate based on how
the appliance developer and end user have configured the appliance. Developers writing their
own plugins can add their tasks to the scheduler as appropriate as described in the rAPA Plugin
Development Guide [http://docs.rpath.com/rAPA_Plugin_Development_Guide/index.html].

rAPA Plugin Structure

A plugin in rAPA consists of Python code and related files used to accomplish a particular
administrative task. Plugin files reside in the directories associated with rAPA or in an alternate
location configured for searching plugins. rAPA finds plugins at these configured locations and
interprets the code to render the plugin interface and to execute its underlying functions.

Each plugin is referenced in configuration by a plugin identifier. The plugin identifier has the
format / pl ugi n/ Pl ugi nName where pl ugi n isthe subdirectory in which the plugin files
resideand Pl ugi nNane isthe name of the Python classthat definesthe plugin. Standard rAPA
pluginsareinstalledin/ usr /1 i b/ raa/ r aapl ugi ns/ by default.

Just as rAPA has two parts, a server and interfaces, the action of a plugin can also be divided
into two parts: web and service:

* Web -- Theweb part of aplugin handles the user interaction through the rAPA web interface.
rAPA expectsto find the web portion of the plugin in the web subdirectory of the plugin.

» Service -- The service part of a plugin handles scheduled tasks, especially prolonged tasks or
tasks requiring root privileges. rAPA expects to find the service portion of the plugin in the
sr v subdirectory of the plugin.

In the Python caode of each plugin, developers use methods (functions) associated with a class
to pull in different rAPA operations (as defined in the rAPA API). Methods in the web portion
can correspond to a URL so that when the browser navigates to that URL, the method is run
and its return value is sent to the browser. For example, if the plugin is identified by Python
asproj ect. pl ug. web. pl ugi n. Pl ugi n, thenthei ndex method is evaluated when the
user browsesto/ r AA/ pl ugi n/ Pl ugi nNane/ , andtheexanpl e method isevaluated upon
therequest of / r AA/ pl ugi n/ Pl ugi nNanme/ exanpl e. When executing a method from the
web portion of the plugin, that web portion can request two types of tasks to be executed by the
Sservice component:

» Immediate executionisfor taskswhich complete quickly (such as changing theroot password),
but requireroot privileges. For such tasks, the call for execution made by the web portion must
walit for the service portion to complete the task.

» Scheduled execution is for tasks which may run longer than a few seconds and which may or
may not require root privileges to execute.

See the rAPA Plugin Development Guide [http://docs.rpath.com/
rAPA_Plugin_Development_Guide/index.html] for further break-down of the rPath Appliance
Platform Agent infrastructure and plugin structure.

12
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rAPA Configuration Structure

See Chapter 11, Standard Pluginsin rAPA for acomplete listing of all of the built-in plugins for
rAPA with the plugin-specific information you need to reference throughout this guide.

Note

Developers can statically define user roles in the plugin code. These roles alow rAPA
administrators to set up user groups in rAPA that can be used to assign one or more
roles to the users in those groups. This is useful for appliances that require different
administrative roles for configuration and maintenance tasks. For more information on
this feature, combine the information from the r APA Plugin Devel opment Guide [http://
docs.rpath.com/rAPA_Plugin_Development_Guide/index.html] with information about
user rolesin the section called “ Standard Plugin: User Management”.

rAPA Configuration Structure

rAPA has a set of default configuration files and expected locations for overriding custom
configuration files. This guide describes creating and packaging custom configuration as part of
customizing rAPA for a particular appliance. The following outlines the configuration filesin
rAPA in the order in which they are loaded:

1

4,
5.

lfusr/lib/python2.4/site-packages/raalconfig/app.cfg and /usr/
i b/ python2. 4/ si t e- packages/raal/ config/log.cfg

One of the following:

 /etc/raalprod. cfg

e /etc/raal plugins.d/* (readin ASCII sort order)
* /etc/raalcustomcfg

All of the. cf g filesin/ et c/ raa/ pl ugi ns. d/ parsedin order returned by the Python
list.sort() function

/etc/raal custom cfg
cust om cf g if it existsin the current working directory

Appliance developers can create and package a /etc/raal/customcfg and any
accompanying files to override the default configuration directives in rAPA. Complete your
rAPA customization using the information in the remainder of this guide along with the use of
ther apa- cust omtemplate package (introduced in Chapter 3, Include rAPA in an Appliance).
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Chapter 3. Include rAPA In an
Appliance

Toinclude rAPA in an appliance, you must know two things:
* What isthelabel of the rAPA | need to include in the appliance?

» What is the appropriate way to includ rAPA based on how | am writing the appliance group
recipe?

Use the information in the following sections to help answer these questions, allowing you
to include the default rAPA installation in your appliance. The instructions in this guide for
customizing rAPA assume you are first including the default rAPA in thisway.

Note

Severa labels, packages, groups, and file and directory names related to the rPath
Appliance Platform Agent usethe"raa’ string, which carries over from when rAPA used
to be known as the rPath Appliance Agent.

Select Which rAPA to Include

Select the appropriate rAPA label based on which version of rAPA you are using and whether
you are using the free version from rBuilder Online or the version that is supported for customers.
Thelabel isimportant in al cases, and the name of the group isimportant depending on the way
the appliance group recipeiswritten. Though thelabelsfor both versions 2.x and 3.x are provided
in this guide, rPath recommends that devel opers move to using 3.x on appliances, which is more
robust and easier to customize:

» For the free rAPA version 3.x as provided from rBuilder Online, use gr oup- r apa from

raa.rpath. org@ pat h: rapa- 3

* For rAPA version 3.x that is supported for customers, use group-rapa from
products. rpath. org@ pat h: rapa- 3

» For the free rAPA version 2.x as provided from rBuilder Online, use gr oup-r aa from
raa. rpath.org@ path: raa-2

 For rAPA version 2.x that is supported for customers, use group-raa from
products. rpath. org@ path:raa-2

Add rAPA to the Appliance Group Recipe

The code requires in the appliance group recipe to add rAPA depends on how the group recipe

is constructed. There are three possible options described here, each accompanied by the code

required to add rAPA:

» Usinggr oup- appl i ance and addPackages -- When using this combination, add aline
to assign avalue to r apalLabel . Use the appropriate label for the rAPA you want on the
appliance:

| oadSuper C ass(' group- appl i ance=rap. rpat h. com@ pat h: | i nux-2")
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Shadow and Use a Template
Customization Package

cl ass GroupExanpl e( Appl i anceG oupReci pe):

nanme = ' group-exanpl e’
version = '0.1'
rapalLabel = 'products.rpath. com@ path: rapa-3'

def addPackages(r):
r.add(' rapa-custoni)

» Using gr oup- appl i ance and set up -- When using this combination, add gr oup- r aa
or group-rapausinganr . add line, asin the following example recipe:

| oadSuper d ass(' group-appl i ance=rap. r pat h. com@ pat h: | i nux-2")
cl ass GroupExanpl e( Appl i anceG oupReci pe):

nanme = ' group-exanpl e’

version = '0.1

def setup(r):
r.addAppl i ancePl at f orm()
r.add(' group-rapa', 'products.rpath.com@path:raa-3')

» Using group-di st -- Though rPath recommends using gr oup- appl i ance for all
appliances now, some developers may till be maintaining an appliance group recipe that
loads the gr oup- di st superclass instead. If this is the case, be sure to add gr oup- r aa
or gr oup- r apa from the appropriate label, and include that same label in the search path
for therecipeto find its build requirements. Ther . add linein the recipe code is the same as
when using gr oup- appl i ance with set up.

To learn more about developing the appliance recipe when using the gr oup- appl i ance
superclass, see the rPath Wiki: http://wiki.rpath.com/wiki/rPath_Linux:group-appliance

Shadow and Use a Template Customization Package

In addition to adding rAPA to an appliance, you should add a separate package that includes your
customizations for rAPA. For your convenience, a template customization package is available
fromtheapp2app repository at rBuilder Online. The recipe and other sourcefilesthat make up
the package are self-documenting, though devel opers working with rAPA customization should
use this guide as a more comprehensive reference.

In your appliance development environment, shadow rapa-custom from
app2app. r pat h. or g@ pat h: app2app- 3- devel to the development label for your
appliance. The command should be similar to the following, replacing your label for the example
label:

$> cvc shadow exanpl e. rpat h. org@or p: exanpl e- 1- devel rapa-custom sourc

Then, add alineto your appliance group recipeto add r apa- cust omasshown inthefollowing
example recipe:
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Use a Testing Environment for
Customizations

| oadSuper d ass(' group-appl i ance=rap. r pat h. com@ pat h: | i nux-2")
cl ass GroupExanpl e( Appl i anceG oupReci pe):

nane = ' group-exanpl e’
version = '0.1'
rapalLabel = 'products.rpath. com@ pat h: rapa- 3'

def addPackages(r):
r.add(' rapa-custoni)

After rebuilding the appliance group to incorporate ther apa- cust ompackage, rAPA should
still have its default settings because the template package just incorporates all of the rAPA
defaults as placeholders. Back at the root of your current Conary context, check out your shadow
of r apa- cust omto begin your modifications to the files included in the package:

$> cvc co rapa-custom
$> cd rapa-custom

The remaining sections of this guide indicate which contents of your shadowed r apa- cust om
package can be used to perform the customization work described.

Use a Testing Environment for Customizations

Developers should use atest environment to test rAPA customizationswhilethey arein progress.
Idedlly, this consists of an appliance image with rAPA plus the customization package (r apa-
cust om. Modifications can be tested and rolled back as necessary throughout the process.
However, this should not replace overall appliance testing, and some rAPA customizations may
require additions to the quality assurance testing for the appliance.

During customization work, modifications can be made manually and tested prior to packaging,
and they can be made in the files in the customi zation package and brought in with an appliance
update. In the case of making manual changes, note that some changes may require restarting the
r aa service beforethey appear inrAPA. However, in the case of making changesto the package
followed by an appliance update, rAPA automatically restarts this service for you.
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Chapter 4. Branding the rAPA Interface

The most common customization work for rAPA is to brand the interface with logos and text

specific to the appliance and to the company or organization that provides that appliance. The

table below showsthe locations of the default branding settings along with the expected location

for any overriding configuration and files:

Table4.1. rAPA Branding L ocations

Type of Branding

Default Location

Customization L ocation

Appliance Information Text

product . directivesin/
etc/raal/prod.cfg

product . directivesin/
etc/raal custom cfg

Location of XHTML for
Status Page

st at us. Vendor | nf or mat
inthe[/ st at us] section of
/etc/raal prod.cfg

isoaParsh Vendor | nf or mat
ina[/status] sectionof /
etc/raal/ customcfg

Location of XHTML for
Collection Tool

col | ectiont ool . vendor
inthe[/

col | ectiont ool ] section
of FI XME

icof dechi ioomBatl h Vendor
ina[/coll ectiontool]
section of / et ¢/ r aa/
customcfg

web- common/ apps/ r aa/
css/raa. css

Product Logo /usr/ sharel/ conary/ [ usr/sharelraal
web- common/ apps/ raal/ |content/images/
i mages/ prodl ogo. png |prodl ogo. png
Other graphics Graphicfilesin/ usr/ Graphic files with the same
shar e/ conary/ web- names as the defaults, but
comon/ apps/ raa/ in/usr/share/raal
i mages/ content/i mages/
Site-wide CSS [ usr/ sharel/ conary/ [ usr/sharel/raal

content/css/raa. css

Plugin-specific CSS

Various locations, but usually
under a plugin-specific
directory under / usr/1i b/
raa/ raapl ugi ns/

In aparalel tree structure to
that under plugin-specific
directory, but under / usr/
shar e/ raal cont ent/

i onPat h

| nf or mat i on

pl ugi ns/

Reference the following sections for specia considerations about each of these branding

customizations.

Appliance Information Text

The header and footer of the rAPA interface displays information about the appliance itself,
including the title of the appliance, the version, and company information. This is part of

the [ gl obal ] section of the main rAPA configuration file, / et ¢/ raa/ prod. cf g. The

directives and their default values for rAPA 3.0 appears as follows in that file:

19



Vendor Text for the Status Page

and Collection Tool

# Brandi ng

pr oduct . conpanyNane="r Pat h"

pr oduct . conpanyCopy Year s="2006- 2007"

product. conpanyURL="http://ww. r pat h. com "

product . product Nane="r Pat h Appliance Pl atform Agent"

# Version string to display at the bottom of every page
#product . product Ver si on="1. 0"

The product version line is commented out (with "#" at the beginning of the line) because rAPA
can alternately use the version value used for the Conary group used to build the appliance.
Besidesthat, the other values are specific to rPath as the company and rPath Appliance Platform
Agent as the product.

To change this appliance information, modify thefilecust om cf g, whichisinstalled by your
customization package to / et ¢/ raa/ cust om cf g on your appliance. If you are using a
shadow of the template packager apa- cust om opencust om cf g inatext editor, locate the
branding information lines, and modify them as appropriate for your appliance. The following
is an example of what that section might look likein cust om cf g:

[ gl obal ]

pr oduct .
pr oduct .
pr oduct .
pr oduct .
pr oduct .

companyNane="Exanpl e Cor porati on"
conpanyCopyYear s="2006- 2008"
companyURL="ht t p: / / ww. exanpl e. cont
pr oduct Nanme="Sanpl e Appliance"
product Versi on="1. 1"

Vendor Text for the Status Page and Collection Tool

The rAPA status page (shown upon login) and the Collection Tool task each have boilerplate
text that should be replaced before releasing rAPA as part of an appliance product. This applies
to rAPA version 3.0.0 and later only.

First, the status page has a default configuration in the [ / st at us] sectionin/ et c/raa/
pr od. cf g. Thedirective and its default value for rAPA 3.0 appears as followsin that file:

[/status]

# Change this path to point to a static 'snippet' of HIM. for

# vendor-specific branding. Change to a blank string to disable.
status. vendorInformationPath = "% top_level dir)s/../raapl ugins/statl

Second, the Collection Tool has adefault configurationinthe[/ col | ect i ont ool ] section
in/ etc/raal prod. cf g. Thedirective and its default value for rAPA 3.0 appears as follows

inthat file:
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Replacement Logos and Other
Graphics

[/collectiontool]
col l ectiontool .vendorInformati onPath = "% top_|l evel _dir)s/../raapl ugi

To changethis boilerplate text to vendor-specific branding, first composethe HTML content that
should appear in each of the two locations. The content must reside in a text file and be well-
formed XHTML code. Use your customization packageto install the filein aconsistent location
onthefilesystem. If you are using ashadow of thetemplate packager apa- cust omjust modify
vendor - cust om st at us. ht mM and vendor - cust om col | ecti ontool . ht M as

appropriate.

After composing the HTML for each interface, modify thefilecust om cf g, whichisinstaled
by your customization package to / et ¢/ r aa/ cust om cf g on your appliance. If you are
using a shadow of the template package r apa- cust om you should not need to edit the
cust om cf g file unless you change the name or lacation for the two HTML files (which also
reguires an update to the corresponding r . addSour ce linesin the package recipe).

Replacement Logos and Other Graphics

rAPA provides an aternate location for files intended to override default graphics and style
sheets. If afileexistsinthealternatelocation, rAPA usesthat filein place of itsdefault equivalent.
If afile does not exist in the alternate location, rAPA usesits default.

The default location for graphicsand CSSis/ usr/ shar e/ conar y/ web- conmon/ apps/
raal .

The alternate location for graphics and CSSis/ usr/ shar e/ raa/ cont ent/ . Any relative
paths under the default location must match exactly with the relative paths under the default
location.

One example of providing an alternate graphic is in replacing the product logo. The default
product logo is 270x98 pixelsand residesin/ usr / shar e/ conar y/ web- conmon/ apps/
raa/ i mages/ prod. cf g. To replace this with a custom logo, first create a PNG file that
will fit in the same space and that is aso named pr odl ogo. png. Then, install your custom
pr odl ogo. png file as/ usr/ share/ raal/ cont ent/i mages/ pr odl ogo. png (note
the use of thei mages subdirectory to be sure the relative paths match).

If you are using a shadow of the template package r apa- cust om just replace the packaged
graphic files as appropriate, ensuring that your graphics have the same names and suitable
dimensions. Also, if necessary, explore other graphicsin the default rAPA location to determine
if you should make any additional replacements for your appliance (adding ar . addSour ce
line to the package recipe for each replacement graphic).

Custom CSS

As described in the section called “ Replacement L ogos and Other Graphics’, rAPA provides an
aternatelocation for filesintended to override default graphics and style sheets. This guide does
not describethe detail s of the CSSusedinrAPA. However, if you are using the shadowed r apa-
cust ompackage, you can use the packaged r aa. css file as a starting point to customizing
therAPA CSS. Ther aa. css fileisacopy of the default CSS for rAPA (version 3.0 or later).
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Custom CSS

Return to this documentation periodically for any suggestions or precautions from rPath about
for CSS development for the rPath Appliance Platform Agent. Also, if you are developing
custom pluginsfor rAPA, reference the r APA Plugin Devel opment Guide [ http://docs.rpath.com/
rAPA_Plugin_Development_Guide/index.html] when ensuring that your plugin works with the
rAPA CSS.
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Chapter 5. Available Tasks and the
Configuration Wizard

rPath Appliance Platform Agent configuration provides devel opers with the ability to control
what rAPA tasks are available in the web interface or by XML-RPC, and to modify the order
and stepsin theinitial configuration wizard presented upon an appliance user'sfirst accessto the
rAPA web interface. The following sections describe how to identify the plugin associated with
atask, how to set available tasks, and how to adjust the configuration wizard.

Identify the Plugin Associated with a Task

Each task in the rAPA web interface has an associated plugin, which is the Python code used
to power that task. That same plugin provides the XM L-RPC-exposed functions a so associated
with that task. Identify a plugin in rAPA configuration by combining its plugin subdirectory and
its Python class name in the plugin code. For the standard rAPA plugin identities, see the Python
Identity column in quick-reference table at the beginning of Chapter 11, Standard Plugins in
rAPA. For custom plugins, use the identity determined at the time of plugin development (see
rAPA Plugin Development Guide [http://docs.rpath.com/rAPA_Plugin_Development_Guide/
index.htmi]).

Set Available Tasks in rAPA

Tasksin rAPA can be completely enabled or disabled, they can hidden from the web interface
without being disabled, and they can be overriden by a customized version of the task. The
following sections describe each of these options.

Enable and Disable Tasks
By using the pl ugi ns. di sabl e directive in the [global] section of /etc/raal
cust om cf g, developers can designate which rAPA tasks are disabled, even if they are
installed with rAPA on the appliance. Each item to be disabled is listed by its Python identity,

as described in the section called “ Identify the Plugin Associated with aTask”. Thefollowing is
the default value for pl ugi ns. di sabl e frompr od. cf g:

plugins.disable = ['/flipflop/Update', 'factoryreset/FactoryReset

Note

The standard tasks Flip-flop Update and Factory Reset are disabled by default because
they require a special partition structure for the appliance (set up by its developers), and
they replace the native update mechanism that uses Conary. Read more about these tasks
in Chapter 11, Sandard Pluginsin rAPA.

Note the following when disabling tasks:

23


http://docs.rpath.com/rAPA_Plugin_Development_Guide/index.html
http://docs.rpath.com/rAPA_Plugin_Development_Guide/index.html
http://docs.rpath.com/rAPA_Plugin_Development_Guide/index.html

Hide Enabled Tasks

» Disabling a task affects both its appearance in the web interface and the availahility of its
XML-RPC functions. rAPA provides an ability to hide the task from the web interface without
disabling it entirely, as explained in the section called “Hide Enabled Tasks’.

» Not only can rAPA standard plugins be part of thislist, but any custom plugins included in
the appliance can also be added to the list. See the rAPA Plugin Development Guide [http://
docs.rpath.com/rAPA_Plugin_Development_Guide/index.html] for more information about
identifying your custom plugin as part of this configuration.

If you are using ashadow of ther apa- cust ompackage as part of your appliance devel opment,
open the packaged cust om cf g in atext editor and modify the pl ugi ns. di sabl e lineas
desired. Be sureto keep all listed items on the same line in the square brackets, to separate items
by commas, and to enclose each item in single quotes as the defaults are shown. In the following
example, the Root Password task has been enabled again, Flip-flop and Factory Reset remain
disabled, and the Services task has aso been disabled:

plugins.disable = ['/flipflop/Update', 'factoryreset/FactoryReset

Hide Enabled Tasks

If atask isenabled, such asfor use through XML-RPC, developers can select to hide those tasks
from the rAPA web interface. This also allows other tasks to access the functions of the enabled
task's plugin without exposing itsweb interfaceto rAPA users. All tasksthat have aweb interface
for rAPA are displayed by default.

To hide an enabled task from the rAPA web interface, add a directive to the [global] section of
[ et c/ raal cust om cf g that uses the following structure;

<pl ugi n_di r >. <pyt hon_cl ass>. hi dden = True

The values of pl ugi n_di r and pyt hon_cl ass are the same plugin directory and Python
classitemsthat make up the task's plugin identity as described in the section called “ Identify the
Plugin Associated with a Task”.

If you areusing ashadow of ther apa- cust ompackage as part of your appliance devel opment,
open the packaged cust om cf g in a text editor and add ".hidden" lines as desired. In the
following example, the Backup and System Timetasks are hidden from the web interface, though
their functions can be called from an XML-RPC client:

backup. Backup. hi dden = True
confi gure. Set Ti meZone. hi dden = True

Override Default Tasks

Appliance developers can override default tasks in rAPA with custom plugins developed
specificaly for the appliance. Developers accomplish this by creating the custom plugins with
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Adjust the Initial Configuration
Wizard

adifferent plugin directory, but the same Python class name so that it will override the default
plugin. Thepl ugi nDi r sTop configuration directivein/ et c/ r aa/ raa_ser vi ce. conf
is used to determine which plugin will win in case of a conflict.

To learn more about developing and incorporating plugins, including those used to
override default rAPA tasks, see the rAPA Plugin Development Guide [http://docs.rpath.com/
rAPA_Plugin_Development_Guide/index.html].

Adjust the Initial Configuration Wizard

TherPath Appliance Platform Agent promptsfor astep-by-step initial configuration thefirst time
an administrator logsin to the web interface. Until the wizard steps are completed successfully,
rAPA issaid to be in wizard mode.

As the administrator steps through the wizard, each set of changes is applied when the data is
submitted back to the rAPA web server. Thewizard will time out, just asany rAPA login session
(another value which can be customized by developers). If the wizard times out, it picks up at
the last task that was not completed.

By using the wi zard. pl ugi ns directive in the [global] section of /etc/raal/

cust om cf g, developers can set which rAPA tasks are part of theinitial configuration wizard,
including the order in which they appear. Each item is listed by its Python identity in rAPA, as
described in the section called “Identify the Plugin Associated with a Task”. The following is
the default value for wi zar d. pl ugi ns frompr od. cf g:

wi zard. pl ugi ns = ['/changepasswor d/ ChangePassword', '/configure/ N

The order in which the plugins appear in the list is the order they prompt for input when a user
steps through the wizard.

Note

Even though the Entitlements task is part of the standard plugins in rAPA, and part
of the default initial configuration wizard, the task is not displayed unless developers
addedanentitl enents. xm fileinthe appliance. If you are using a shadow of the
r apa- cust ompackage in your appliance, use the information in the section called
“Standard Plugin: Configuration, Manage Entitlements’ to learn how to generate an
entitl enments. xnl file andaddthat filetother apa- cust ompackage along with
an appropriater . addSour ce linein the package recipe.

If you are using ashadow of ther apa- cust ompackage as part of your appliance devel opment,
open the packaged cust om cf g in atext editor and modify thewi zar d. pl ugi ns line as
desired. Be sureto keep all listed items on the same line in the square brackets, to separateitems
by commas, to enclose each item in single quotes as the defaults are shown, and to list them in
the order they should occur in the wizard. To determine what Python identity to associate with
the desired plugins, see the summary chart at the beginning of Chapter 11, Sandard Pluginsin
rAPA. In the following example, the Change Password, Network, and Entitlements tasks are till
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Adjust the Initial Configuration
Wizard

a part of the wizard, but a custom plugin has been added for further initial configuration of the
example appliance:

wi zard. pl ugi ns = ['/changepasswor d/ ChangePassword', '/configure/ Ne

Warning

rAPA will not exit its wizard mode until all tasks in the sequence are completed
successfully. After all tasks are completed successfully, rAPA will not run in wizard
mode again. Additionally, individual plugins can be developedto runintheir ownwizard
modeswhen included intherAPA initial configuration wizards, and will continuewizard
mode until its initial task is completed successfully for more details, see the rAPA

Plugin Development Guide [http://docs.rpath.com/rAPA_Plugin_Development_Guide/
index.htmi]).
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Chapter 6. Custom Help Pages in rAPA

The rPath Appliance Platform Agent providesinline help for its tasks with Learn Morelinks on
most of the task pages and with a compilation of al theinline help in a user guide accessible by
clicking the Help link in the rAPA header. Though the help information for the default tasks are
written in a generic way designed to apply to most appliances, devel opers may need to replace
or extend thisinformation with custom content.

In its earlier versions, rAPA help customization required checking out the development code,
rewriting or replacing certain files, and rebuilding the code. Even though the help was compiled
from DocBook XML files, there was no way to maodify the help without modifying rAPA itself.

Starting with rAPA 3.0.2, appliance devel opers can provide a well-formed XHTML document
to replace the user guide that is accessed using the Help link in the rAPA header. However,
the individual Learn More links still require changes to the plugin code (see the rAPA Plugin
Development Guide [http://docs.rpath.com/rAPA_Plugin_Development_Guide/index.html]).

If you are using ashadow of ther apa- cust ompackage, modify user gui de. ki d asdesired
with your custom user guide content. Do not modify thefirst two lines of that file, though, which
are asfollows:

<?xm version="1.0" encodi ng="UTF-8"?>
<IDOCTYPE htm PUBLIC "-//WBC//DTD XHTML 1.0 Transitional //EN" "htt

Then, uncomment the r. addSour ce lines in the Custom User Guide example in the
package recipe (r apa- cust om r eci pe), and uncomment the hel p. user gui de linein
custom cfg.

Note

If you are already using a vendor-specific location for custom pluginsin/ usr/ i b/
raa/ (as described in the rAPA Plugin Development Guide [http://docs.rpath.com/
rAPA_Plugin_Development_Guide/index.html]), you can modify the filename and
plugin directory string "vendorcustom" (in the rapa-custom recipe and custom.cfg files)
to match your plugin directory. If you do this, be sureto removether . addSour ce line
thataddsthe i nit__. pyfileto/usr/I1i b/ raa/ vendor cust oni becauseyou
should have __i nit __. py inyour own custom plugin directory, aready supporting
those custom plugins.

Note

See the TrAPA  Plugin Development  Guide  [http://docs.rpath.com/
rAPA_Plugin_Development_Guide/index.html] for information about how to include
"Learn More" linksin your custom plugins and how to get those compiled in the rAPA
user guide.
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Chapter 7. Task-specific Modifications
for rAPA

Besides branding the web interface and customizing what tasks are available, appliance
developers can establish a custom configuration for the default tasks in the rPath Appliance
Platform Agent. Chapter 11, Standard Pluginsin rAPA outlines each default task and its options
for custom configuration. Be sure to use the following steps when packaging task-specific
modifications for an appliance:

1. Ensurethetask is part of the available tasksin rAPA as described in the section called “ Set
Available Tasksin rAPA”.

2. ldentify what custom configuration and supporting files are required for the task from its
corresponding section in Chapter 11, Sandard Pluginsin rAPA.

3. Create any of the supporting files needed and package them to install on the appliance.
If you are using a shadow of the r apa- cust ompackage, add those supporting files to
the package checkout, and then add one or more r . addSour ce lines as necessary to the
rapa- cust om r eci pe filetoinstal those supporting files in the appropriate | ocations.

4. Add configuration directivesto the rAPA customization fileto beinstalled as/ et ¢/ r aa/
cust om cf g ontheappliance. If you are using ashadow of ther apa- cust ompackage,
modify the cust om cf g fileto add both of the following:

» The task-specific configuration section from the Configuration Section column in the
task'slist of configuration directives.

» The configuration directives that require custom configuration, along with those custom
values, under the bracketed title of the configuration section.

5. Build and test the rAPA customization package.
6. Build and test the appliance with its custom rAPA configuration.

The following is an example cust om cf g that includes some global directives for rAPA in
addition to some task-specific configuration sections:

[ gl obal ]

plugins.disable = ['/flipflop/Update', '/factoryreset/FactoryReset'

product . conpanyNanme = "Exanpl e Corporation”

product . conmpanyCopyYears = "2006-2008"

product. conmpanyURL = "http://ww. exanpl e. cont

product . product Name = "Exanpl e Application Appliance

product . product Version = "1.0"
w zard. plugins = ['/changepasswor d/ ChangePassword', '/configure/ Net
[ / backup]

backup. di sabl ed. types = [' NFS', ' LABEL']

29



[/1ogs]
logs.files = {' Exanpl e Application Log':'/var/log/exanple', 'Agent

[/ updat et r oves]

updat et r oves. ker nel Nunber = 3

updat et roves. r eboot Aft er Update = True
updat et r oves. backupBef oreUpdate = True

Warning

Each configuration directive should be on its own line without a carriage return at the
end. If your text editor is configured to wrap text for better viewing, be sure that the
editor does not insert a carriage return automatically, and do not press Ent er until you
have typed the entire configuration directive and value.
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Chapter 8. External Authentication for
rAPA

The rPath Appliance Platform Agent provides developers with the option to use an external
authentication mechanism in place of its built-in authentication for users.

By default in rAPA, when a user logs in to the web interface or passes credentials as part of an
XML-RPC call, the appliance calls its validate _identity object. If the credentias are valid, the
Python code returns an IdentityObject; if credentials are not correct, the code returns None.

Appliance devel opers should devel op external authentication for rAPA asaPython library which
employs setuptools for building and deployment. This library may contain a single object, or
it may incorporate other custom-developed rAPA plugins as appropriate. The library should
include an identity provider object to replace the default I dentityObject, and the appliance should
have a custom configuration that points to that other object for authentication.

Documentation about setuptools is provided a the following siter  http://
peak.telecommunity.com/DevCenter/setuptool s

Note

Currently, rAPA only supports username/password authentication mechanisms.

Use the following sections as further reference when creating a custom identify provider
object and configuring the appliance to authenticate with that object. To set up and
use an rAPA development environment as part of developing an external authentication
mechanism for rAPA, see the rAPA Plugin Development Guide [http://docs.rpath.com/
rAPA_Plugin_Development_Guide/index.html].

Identity Provider Object

The custom identity provider object should either inherit from the built-in class
raa.identity.ldentityProvider, or it should explicitly defined particular functions it would
otherwiseinherit. Usethe rAPA API documentation for the IdentityProvider classasareference
for which functions (methods) must beinherited or defined for the custom external authentication
to work in rAPA: http://cvs.rpath.com/rapa-3.0-docs/raa.identity.|dentityProvider-class.html

The pamplugin is an example of how an identity provider object can be written for external

authentication. The plugin is available as part if the rAPA development environment filer aa/
identity/pam __init__.py.

rAPA Configuration for Using External Authentication

As with other rAPA tasks, add configuration directives to / et ¢/ raa/ custom cf g to
modify the appliance behavior with regards to authentication. The primary directive to use is
raa.identity.current_provider in the[global] section of cust om cf g.
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rAPA Configuration for Using
External Authentication

The value for raa.identity.current_provider is determined by entry points registered with the
set upt ool s framework. Developers should leverage the setup code to register the custom
identity provider class under the raa.identity.current_provider entry point used by rAPA.

para>

Inthe following example, the pam classisregistered as pam_identity in the following entry point
codein rAPA's setup.py:

entry_points= [raa.identity.current_provider]
tools.identity tool.provider = "raa_identity"
tools.identity tool.provider_paths = ["raa/identity/builtin",

This default configuration indicates that all the modules under raa/i dentity/builtin
andraa/ i dentity/ pamwill be imported until an identity provider classis found (such as
class.nanme == "raa_identity").

To specify the PAM identity provider to override this default, use custom configuration as
follows:

tools.identity tool.provider = "pam.identity"

Then, that name under which the PAM identity provider is registered is the value needed for
raa.identity.current_provider incust om cf g:

raa.identity.current_provider = "panf
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Chapter 9. Set Up an XML-RPC Client
for rAPA

All the tasks that can be performed in the rPath Appliance Platform Agent web interface
can also be performed from client software making XML-RPC calls to the rAPA interface
on the appliance. By using the XML-RPC interface for rAPA, appliance management can be
incorporated into almost any existing infrastructure management framework, eliminating the
need to manage appliances through their separate rAPA web interfaces. For more information
about XML-RPC, seeits documentation at www.xml-rpc.com [http://mwww.xmlrpc.com/].

The functions within rAPA are exposed to the XML-RPC interface with a @raa.web.expose
Python decorator that includes allow_xmirpc=True as an argument. Exposed functions are as
follows:

» Genera rAPA operations, driven by the raa.controllers module. To reference the list of
exposed functions in raa.controllers, see the raa.controllers.Root class page from the rAPA
API: http://cvs.rpath.com/rapa-3.0-docs/raa.controllers.Root-class.html

* Individual tasks functions, driven by modulesin the standard rAPA plugins. To reference the
list of exposed functions for each task, including the expected arguments and a link to view
the rAPA API for each, see that task's XML-RPC section in Chapter 11, Standard Plugins
in rAPA.

Note

When using the rAPA Plugin Development Guide [http://docs.rpath.com/
rAPA_Plugin_Development_Guide/index.html] to develop custom plugins for rAPA,
reference how the default rAPA plugins exposed methods using @raa.web.expose
Python decorators with allow_xmlrpc=True. By using this same means to expose
the method, its function should be available through the rAPA XML-RPC interface
alongside other rAPA tasks.

Use the following sections for further reference on developing an XML-RPC client to call tasks
from the rAPA XML-RPC interface.

XML-RPC Python Client

If the XML-RPC client is written in Python, the code should import xmlrpclib and create an
XML-RPC proxy object using the HTTP URL to therAPA XML-RPC interface. The URL isas
follows, replacing the user credentials as applicable for the appliance, and replacing "localhost”
if the XML-RPC client does not reside on the appliance:

htt ps://adm n: passwor d@ ocal host : 8003/ xmi r pc/

The following code shows the library import and the creation of the XML-RPC proxy object
caled server:
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XML-RPC Java Client

import xmrpclib
server = xmrpclib. ServerProxy('http://adm n: passwor d@ ocal host

To use HTTPS instead, load m2xmlrpclib from the M2Crypto module also. The following cose
shows the same library import and creation of the XML-RPC proxy object server, but with this
addition and using the HTTPS URL instead:

import xmrpclib

fromMCrypto i nport m2xmrpclib, SSL

server = xmrpclib. ServerProxy('https://adn n: passwor d@ ocal hos
transport = nm2xm rpclib. XXL_Trar

Note

During testing with HTTPS, ignoring SSL certificate mismatches may be useful. To do
so, add thisline prior to the xmlrpclib.ServerProxy call:

SSL. Connecti on. cl i ent Post Connecti onCheck = None

The remaining Python code for the XML-RPC client can then call the exposed functions
as necessary through its proxy object. For example, the following corresponds to a function
provided by the email notifications plugin:

new emails = ('userl@xanple.com,'user2@xanpl e.con)
server.configure.Notify.notifySave(",".join(new emails))

XML-RPC Java Client

XML-RPC clients can be written in any language with the appropriate XML-RPC maodules.
Detailed examples and reference for writing a Java client for XML-RPC are currently published
at therPath Wiki. Usethewiki page asareference, and | ook for that information to be publishedin
thisdocument inthefuture: http://wiki.rpath.com/wiki/rPath_Appliance_Platform_Agent:XML-
RPC_Java Client

XML-RPC for Segmented Updates

Starting with version 2.1.3, rAPA provides a segmented update system through XML-RPC.
Segmented updates may reduce testing costs through ensuring a standard upgrade path from one
version to the next. For example, updating a product from version 1.0 to 3.0 with segmented
updatesallowsthe version update path to start with upgrading version 1.0 to version 2.0, followed
by arestart. Then, the version 2.0 to version 3.0 update may continue, also followed by arestart.

Segmented updates can be performed utilizing the following Python script as part of a
Python XML-RPC client. Replace "192.168.X.X" with the IP address of the appliance, and

34


http://wiki.rpath.com/wiki/rPath_Appliance_Platform_Agent:XML-RPC_Java_Client
http://wiki.rpath.com/wiki/rPath_Appliance_Platform_Agent:XML-RPC_Java_Client

XML-RPC for Segmented Updates

replace "group-example-appliance=1.0.3" and "group-example-appliance=1.0.6" to indicate the
appliance group update path for the appliance:

#! [ usr/ bi n/ pyt hon
import xmrpclib
i mport time

url = "https://adm n: passwor d@92. 168. X. X: 8003/ xmi r pc-r equest"'
server = xmrpclib. ServerProxy(url)
updat eProxy = server. updatetroves. Updat eTroves
schedl d = updat eProxy. cal | Segnent edCheck([[' group- exanpl e-appl i
time. sl eep(5)
runni ng = updat eProxy. cal | Get RunSt at us()
whil e running['schedld] != -1:
runni ng = updat eProxy. cal | Get RunSt at us()
time.sleep(.1)
updat es = updat ePr oxy. cal | Get Avai | abl eUpdat es()
updat el d = updates[O][' updateld']
updat ePr oxy. cal | Downl oad( updat el d)
time. sl eep(5)
runni ng = updat eProxy. cal | Get RunSt at us()
whil e running['schedld ] != -1:
runni ng = updat eProxy. cal | Get RunSt at us()
time.sleep(.1)
updat es = updat ePr oxy. cal | Get Avai | abl eUpdat es()
updat el d = updates[O][' updateld']
updat ePr oxy. cal | Updat e( updat el d)
time. sl eep(3)
runni ng = updat eProxy. cal | Get RunSt at us()
whil e running['schedld ] != -1:
runni ng = updat eProxy. cal | Get RunSt at us()
time.sleep(.1)

35



Chapter 10. Maintaining Packaged
Customizations

Creating, testing, and releasing a customized rPath Appliance Platform Agent interface
with an appliance is covered throughout this guide. For ongoing maintenance of packaged
customizations, use the following guidelines:

» Version customizations away that is easy to track the version of rAPA and of the appliance
to which they apply.

* When new versions of TrAPA ae released, read the release notes
to determine what changes impact your appliances: http://wiki.rpath.com/wiki/
rPath_Appliance_Platform_Agent:Release_Notes

* When selecting to update appliances to a new version of rAPA, modify the customizations as
appropriate and test them with the new rAPA version.

e Thoroughly test potential update scenarios for appliances to be sure that rAPA and its
customizations will update as desired on deployed appliances.
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Chapter 11. Standard Plugins in rAPA

Thefollowing table and sections provide acomplete reference for the standard plugins powering
the default tasks in the rPath Appliance Platform Agent. Use the table as a quick reference,
and use the linked task names in the table to jump directly to the section covering the plugin.
Tasks are listed in the order they are loaded from/ usr/ | i b/ raa/ r aapl ugi ns/ , whichis
alphabetical order of the sub-directory names under that directory:
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the section called “ Standard Plugin: Rollbacks’

to select a previous
state to which to roll
back the system (prior
to one or more of the
most recent updates)

Velblyd SetvicAPA Refivilt dasks and StaadareeBlugins

Servi ces

the section called * Standard Plugin: Manage Services’

Displays system
services and prompts
for stopping, starting,
or restarting any of
those services

Updates

updat et roves/ *

[ updat et r oves/
Updat eTr oves

the section called “ Standard Plugin: Updates”

Displays an available
update corresponding
to the last check,
prompts to check for
updates, and provides
for scheduling checks
for updates and (if
desired) automatic
update operations;
appliance updates
with thistask go
beyond performing

an "updateall" Conary
operation and could
cease to work properly
if command-line
updates are performed
on the appliance

User Management

user nanagenent /
*

/
user nanagenent /
Userlnterface

the section called “ Standard Plugin: User Management”

Provides management
of rAPA usersand
role-associated user
groups

Updates with Flip-
flop

Maintained separately
for customers using
gr oup- r aa from
products. r pat h. ¢

om

the section called * Standard Plugin: Flip-flop Update’

Creates an alternate
boot partitions and a
toggl e between those
partitions, one being
the system prior to
update and the other
being the updated
system; requires
aspecial partition
layout established by
appliance developers

Updates with
Factory Reset

Maintained separately
for customers using
gr oup- r aa from
product s. r pat h. g

om

the section called “ Standard Plugin: Factory Reset”

Uses an alternate
partition to store the
appliance asitis
originally installed
as afast restore
option; requires a
special partition
layout established by
appliance developers
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Standard Plugin: Appliance Status
and System Information

Standard Plugin: Appliance Status and System Information
Python identity: / st at us/ St at us

The status plugin provides the Appliance Status page and the System Information page in the
rAPA web interface and retrievable status information using XML-RPC.

Appliance Status and System Information: Custom Configuration

Use the following table as a guide to customizing the behavior of this plugin or its appearance

in the rAPA web interface:

Table 11.2. Status Plugin Configuration

Configuration Directive Default Value Description Already in
Section rapa- cust onf
[/status] status.vendor | nfarhablondpsth to |V endor-specific YES
an HTML file text that is
formed by Python|displayed on the
variableswhen | Appliance Satus
rAPA is compiled|page
[global] plugins.statusList['/updatetroves | Summary no
UpdateTroves, '/ |information
backup/Backup', |displayed onthe
'fconfigure/ Appliance Satus
Notify'] page, provided
the plugin has
implemented a
get St at us
method in its
code

See the section called “Vendor Text for the Status Page and Collection Tool” for more
information about customizing the vendor text associated with the status.vendor Infor mationPath
configuration. Additionally, see the section called “ Replacement L ogos and Other Graphics™ for

instructions on replacing graphics, including the logo displayed on the Status page in the web
interface.

Appliance Status and System Information: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details' at the following API link to see what arguments to pass and what data types
are returned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docs/raapl ugi ns.status.web.status. Status-class.html
¢ index(self)
» sysinfo(self)

41


http://cvs.rpath.com/rapa-3.0-docs/raaplugins.status.web.status.Status-class.html

Standard Plugin: Back Up and
Restore

Standard Plugin: Back Up and Restore

Python identity: / backup/ Backup

The backup plugin providesthe Back Up and Restor e pagein therAPA web interface and backup
and restore tasks through XML-RPC.

Back Up and Restore: Sequences

rAPA has a particular sequence in which it performs its backup and restore operations. Backup
operations use the following sequence:

Run each scriptin/ et ¢/ r aa/ backup. d/ withcl ean
Assemble alist of filesto back up

Run each scriptin/ et ¢/ r aa/ backup. d/ with pr ebackup
Run each scriptin/ et ¢/ r aa/ backup. d/ with met adat a
Run each scriptin/ et ¢/ r aa/ backup. d/ withbackup
Mount the backup destination

Create the tar archive on the destination

Validate the tar archive

Unmount the backup destination

© O N O kNP

10. Runeachscriptin/ et c/raal/ backup. d/ with post backup

Restore operations use the following sequence:

Run each scriptin/ et ¢/ raa/ backup. d/ withcl ean
Mount the location where backups are stored
Extract the backup metadata from the tar archive

Run each script in/ et ¢/ raa/ backup. d/ withi sVal i d, passing the metadata as a
standard input stream (stdin)

A w0 D PRE

Run each scriptin/ et ¢/ raa/ backup. d/ withprerestore

If backup. val i dat eShal is set, validate the SHA-1 digest of the backup archive
Extract the backup files

Run each scriptin/ et ¢/ r aa/ backup. d/ withrest ore

© © N o O

Run each scriptin/ et ¢/ r aa/ backup. d/ with postrestore
10. Reboot the system

Note

For instructions and reference for writing the scripts that are run in these sequences, see
the section called “Back Up and Restore: Sequences”.
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Back Up and Restore: Backup
Targets

Back Up and Restore: Backup Targets

The backup typesin rAPA areidentified by target aslisted in the following table:

Table 11.3. Backup Targets

Name rAPA |dentity Enabled by default? Description
Downloadable URL no Singlet ar archive
Backup File (HTTP) saved on the appliance

and available to the
appliance user for
download over HTTP
Network File System NFS YES Network-accessible
Share (NFS) file share using the
NFS protocol
* Additional requirements for NFS on the appliance: por t map and
nfs-util s packages
"Windows" File CIFS YES+* Network-accessible
System Share (CIFY file share using either
SMB) the SMB protocol

or its extended CIFS
protocol

** Additional requirements for CIFS/SMB on the appliance:

snb: runt i me component

Mounted Filesystem
(LABEL)

LABEL

YES

Linux volume,
typically on another
physical device, that
is mounted to the
appliance's filesystem
by its volume label

See the default inline help in the rAPA web interface for more information on how to configure
the appliance to perform backups for each target shown here. Be sure to keep sufficient
information available to users, even if the help is customized for the appliance.

See the section called “Back Up and Restore: Custom Configuration” for how to change which
backup targets are disabled.

Back Up and Restore: Data to be Backed Up

Createfilelistsdefining critical files on the appliance that should beincluded in each backup, and
install those file listsin a configured location that rAPA will check on each backup operation.
A filelist consists of the following:

» A text file without its executable bits set
» Alist of filesand directories, one per line, with the absolute path to each as they should exist

on the appliance
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Back Up and Restore: Backup and
Restore Scripts

If anitemonthelistisadirectory, rAPA automatically backsup everythinginthat directory. If an
itemonthelistisafile, rAPA will remember the filesystem location, including al the directories
from "/" to that file in the absolute path, but it will not back up any files not otherwise specified
in those directories. For example, if you back up / et ¢/ exanpl e/ confi g, the backup will
contain directories/ et c and/ et ¢/ exanpl e, but those directories are empty except for what
isspecified in thefilelist.

By default, rAPA will recognize the following file lists. When creating custom file lists, be sure
to include whatever is appropriate from these defaults:

* /etc/raal backup. d/ r AAFi | es
» /etc/raal backup. d/ Suggest edFi | es

When applicable, simplify file list entries by using shell-recognized wildcards, such as in the
following example. See general bash shell documentation for Linux as a reference for such
wildcards:

/ et c/ appconfig
[etc/httpd/conf.d/{vlan-*, app}. conf

Note

Filelistsadd flat filesto the rAPA backup for the appliance. To run scriptsthat can help
to preserve and restore other data, such as database contents, see the section called “ Back
Up and Restore: Backup and Restore Scripts’.

If you are using a shadowed version of the r apa- cust om package, use the file r apa-
backup- | ocati ons in that package as your file list or as areference for creating additional
file lists. Then, modify the "Custom Backup Configuration” part of r apa- cust om r eci pe
to be sureyour filelists areinstalled in the default location which rAPA checks on each backup.

The location that rAPA checks for file lists is set using the backup.file list_dir configuration
directive. Be sure that if thislocation is changed in custom configuration, the location to which
thefilelistsareinstaled is also changed to match.

Back Up and Restore: Backup and Restore Scripts

Create backup scripts to run backup-related tasks before or after backup and restore operations.
Use scripts when file lists are not sufficient, such as when dumping data from a database to be
included in the backup. If a script is used to create additional files to back up, though, be sure
to include those filesin afile list as described in the section called “Back Up and Restore: Data
to be Backed Up”.

Scripts should reside with file lists in the same directory: / et ¢/ r aa/ backup. d/ . rAPA
distinguishes between files because scripts are executable (with executabl e bits set) and filelists
are non-executable. Be sure to make each script executable using chnod (a standard Linux
command for setting file permissions and mode).



Back Up and Restore: Custom
Configuration

All scriptsin/ et ¢/ r aa/ backup. d/ need to either accept a single argument, or to require
no arguments.

The following functions are defined in the example script / et c/raal/ backup. d/

r AADat abase from the default rAPA install, and they can be reused and adapted for the needs
of your appliance:

Table 11.4. rAADatabase Example Backup Script Functions

Function What it instructsthe script to do
backup Perform backup functions and print alist to
standard out (stdout) of files or directoriesto
back up
restore Perform restore functions (script must be

configured to handle appropriate files, such as
responding to filesin atemporary directory
by cleaning it up when the script receives the
cl ean argument described here)

clean Clean any temporary data generated and used
during backup or restore operations

prebackup Perform any necessary functions before a
backup starts

postbackup Perform any necessary functions after a
backup finishes

prerestore Perform any necessary functions before a
restore starts

postrestore Perform any necessary functions after a

restore finishes

metadata Output metadata (in "key=vaue" form, one
key per line) to be stored in the backup's
metadata section

isvalid Read the metadata from standard in (stdin)
and validate whether a backup can be restored
to aparticular appliance

If you are using a shadow of r apa- cust om you can also modify r apa- dbbackup in the
package as a script for your appliance. Then, modify the "Custom Backup Configuration” part
of rapa- cust om r eci pe to be sure your scripts are installed in the default location which
rAPA checks on each backup and restore operation.

Back Up and Restore: Custom Configuration

Use the following table as a guide to customizing the behavior of this task or its appearance in
the rAPA web interface:
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backup type

Back Up al
Configurat]

[/backup]
nd Restore: Custon
ion

Table 11.5. Baq

backup.file_list_d

ckup Plugin Ca

itetc/raalbackup.d'

nfiguration

Directory
location on the
appliance through
which to iterate
for reading file
lists and running
scripts

no

[/backup]

backup.file form

abackup-%Y %m
%d-%H%M -
%Z tar'

Syntax of the
filename for the
backup file (see
the manual page
forstrftine
for available
substitutions)

YES

[/backup]

backup.filter_exp

teaskaip-.*\.(tar|
tgz)'

Regular
expression for
filtering which
available backup
filesto keep

on the system
(using the prune
method)

no

[/backup]

backup.validateS

e se

Toggle for
whether to

verify abackup's
SHA-1 digest
after abackup or
before arestore
(takeslots of time
for large backups
over anetwork
share)

no

[/backupf/fileg]

tools.staticdir.on

True

Toggle for
whether to keep
alocal copy for
use by the 'URL'
backup type

no

[/backup/files]

tools.staticdir.dir

"Ivar/liblraal
backups"

Directory
location on

the appliance
where, if
tools.staticdir.on
is True, the
backups are
stored locally
for use by the
'URL' backup
type; value
MUST match
the value used in

backups.local _stor[ age

no
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Back Up and Restore: XML-RPC

Note

The following directives are part of this task, are not supported for modification. Their
default values are essential for proper function of rAPA: server.max_request_body size

Back Up and Restore: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details' at the following API link to see what arguments to pass and what data types
arereturned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docs/raapl ugins.backup.web.backup.Backup-class.html
» schedScan(self)

» getBackupList(self)

¢ index(self)

» saveConfig(self, enableBackups, enableBackupSchedule, checkFreg, timeHour, timeDay,
timeDayMonth, numBackups, locationType, locationHost, |ocationPath, locationUsername,
locationPassword, locationLabel, fileformat=", filterexpression=")

 config(self)

» download(self, backupld=None)

 upload(self, backupfile=None)

* backupNow(self)

* restore(self, backupld)

» getJobData(self, schedld, execld)

* getSettings(sealf)

 getBackupProperties(self, backupld)

» setAvailableBackups(salf, files)

» saveBackupProperties(self, backupld, start, end, size, tarfilename, avail, properties, shal)
» saveBackup(self, schedld, execld, start, end, size, tarfilename, properties)

Standard Plugin: Change Password

Python identity: / changepasswor d/ ChangePasswor d

The change password plugin provides the Change Password page in the rAPA web interface and
password change tasks through XML-RPC. This plugin deals only with changing the password
for arAPA user, not for auser on the appliance's underlying Linux operating system.

Change Password: Custom Configuration

This task does not have any task-specific customization options. However, it is included by
defaultintheinitial configuration wizard (seethe section called “ Adjust the Initial Configuration
Wizard”), and theinitial username and password of thefirst user (also an administrator) for rAPA
have default credentials as configured with the following global directives:

47


http://cvs.rpath.com/rapa-3.0-docs/raaplugins.backup.web.backup.Backup-class.html

Change Password: XML-RPC

Table 11.6. Default Initial r APA User

Configuration Directive Default Value Description Already in
Section r apa- cust on?
[global] defaults.initial Admaiintiser name | The user name no
of theinitial
rAPA user;

required for web
interface login
and executing
any XML-RPC
operationsif no
other rAPA users
are configured

[global] defaults.initial AdmicrRulidtaoe | The full name of no
theinitial rAPA
user

[global] defaults.initial Adrpas&assivor d The password of no
theinitial rAPA
user; required
for login on

first entry and
until the Change
Password task is
run for that user

See the section called “Standard Plugin: User Management” as a reference for creating and
managing additional rAPA users.

Change Password: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details' at the following API link to see what arguments to pass and what data types
are returned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docy
raapl ugins.changepassword.web.changepassword.ChangePassword-cl ass.html

¢ index(self)
* changePassword(self, oldpwd=", pwd1=", pwd2=")

Note

Because the XML-RPC client will call a method by passing the necessary user
credentials, changing the password automatically applies to the user whose credentials
are passed. See the User Management plugin (the section called “ Standard Plugin: User
Management”) for managing users other than the one whose credential s are used to make
the XML-RPC call.
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Standard Plugin: Collection Tool

Standard Plugin: Collection Tool

Python identity: / col | ecti ont ool / Col | ecti onTool

The collection tool plugin provides the Collection Tool page in the rAPA web interface and the
ability to collect and download the same data using XML-RPC.

Collection Tool: Data to be Collected

The collection tool plugin usesfilelists and scripts similar to the those used in the backup plugin.
Create scripts to run before the files are collected to place any data from binary entities such as
adatabase into a flat file on the filesystem. Then, create file lists to gather al the flat files that
should beincluded inthe datacollection. Finally, install those scriptsand filelistsin aconfigured
location that rAPA will check on each backup operation. By default, rAPA will check / et ¢/

raa/ col | ect. d/ for these scripts and lists.

Tolearn more about how to structurefilelists and scriptsfor use by rAPA, see information about
those used in the backup plugin: the section called “Back Up and Restore: Data to be Backed
Up” and the section called “Back Up and Restore: Backup and Restore Scripts’.

If you are using a shadowed version of the r apa- cust ompackage, add any scripts and file
lists to the package as necessary to customize the data that is collected, and modify the file

vendor - cust om col | ecti ont ool . ht m to customize the text that is displayed in the
web interface.

Collection Tool: Custom Configuration

Use the following table as a guide to customizing the behavior of this task or its appearance in
the rAPA web interface:
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Collection Tool: XML-RPC

Table 11.7. Collection Tool Configuration

Configuration
Section

Directive

Default Value

Description

Already in
r apa- cust onf?

[/collectiontool]

collectiontool.ven

raapluging/
collectiontool/
web/static/
vendor.html

do(logd devetidimpzatfocation of the

HTML fragment
which provides
the instructional
text on the
Collection Tool
pagein rAPA,
generally be
used to describe
how a customer
should collect
and submit this
data as part of
appliance support

YES*

* See the section called “Vendor Text for the Status Page and Collection
Tool” for more information about customizing the vendor text associated

with this configuration.

[/collectiontool]

collectiontool.stor Agaillib/raal

collections

Default storage
|ocation for data
collections

no

[/collectiontool]

collectiontool.con

figiDinaal/collect.d

Directory

from which
configuration
filesareread;
thereistypically
no need to
change thisvalue

no

[/collectiontool]

collectiontool .filel

Niataebibeatiain-
%Y -%m-%d.
%H-%M

Syntax of the
filename for the
data collection
file (seethe
manual page
forstrftine
for available
substitutions)

no

Collection Tool: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details" at the following API link to see what arguments to pass and what data types

are returned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docy
raapl ugins.collectiontool .web.collectiontool .CollectionT ool -class.html
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Standard Plugin: Configuration

index(self)

collectNow(self)

getJobData(self, schedld, execld)
downloadNow(self)

Standard Plugin: Configuration

Even though confi gur e is a single directory under the rAPA plugins, it provides severa
configuration tasks. The Configuration sections that follow provide reference for each separate

task.

Note

Even though configuration is contained within a single directory, the individual Python
classes for each task allow them to be enabled and disabled individually as described in

the section called “ Set Available Tasksin rAPA”.

Standard Plugin: Configuration, Configure Networking

Python identity: / conf i gur e/ Net wor k

The network part of the configuration plugin provides the Configure Network page in the rAPA
web interface and the ability to modify network and hostname configuration using XML-RPC

cals.

Configure Networking: Hostname Change Scripts

Because a hostname change on an appliance can require additional change on the appliance,
rAPA can be configured to run scripts before and after a hostname change. To make use of this
feature, create scripts (including making the script files executable), include them to be installed
on the appliance, and use the configure.network.prescript and configure.network.postscript
linesin / et c/ raal/ cust om cf g to indicate the script locations. See the section called
“Configure Networking: Custom Configuration” for more details about each directive, including

its appropriate section.

If you are using a shadow of r apa- cust om add the script files to the package, take the

following steps to add hostname change scripts:

1. Create and test the hostname change scripts.

2. Addr.addSour ce linesto the set up method in r apa- cust om r eci pe to install

those scripts to a particular location on the appliance.

3. Modify custom cfg in the package to have a [/configure/Network] section with
both configure.network.prescript and configure.network.postscript, each set equal to the

appropriate absolute path of the installed script (use single quotes around the path).

Configure Networking: Custom Configuration

Use the following table as a guide to customizing the behavior of this task or its appearance in

the rAPA web interface:

51



Configure Networking: XML-RPC

Table 11.8. Configure Networ king Configuration

Configuration Directive Default Value Description Already in
Section r apa- cust on?

[/configure/ configure.networ K'prescript Script to be run no
Network] before changing

the system's

hostname
[/configure/ configure.networK'.postscript Script to berun no
Network] after changing

the system's

hostname
[/configure/ configure.networ . IfeExXditigetun”, |A list of no
Network] "vmnet", "ird"] |interfacesthat,

even if they exist

on the appliance,

should not be

displayed in

the rAPA web

interface

Configure Networking: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details" at the following API link to see what arguments to pass and what data types
arereturned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docs/raapl ugins.configure.web.network.Network-class.html
* index(self)

» saveGeneral(self, usesdhcp, hostName, dnsDomain, dnsServer, gateway, dnsdhcp="0")
o saveAll(sdf, **kwargs)

» savelnterface(salf, device, dhep, ip, netmask, gateway, applyNow=False)

* restartinterface(self, device)

» wizDone(sdlf)

 getConfigData(self)

Standard Plugin: Configure Notification

Python identity: / confi gure/ Noti fy

The notify part of the configuration plugin provides the Configure Notification page in the rAPA
web interface and the ability manage email notifications and SMTP settings using XML-RPC
cals.

Configure Notification: Custom Configuration

Use the following table as a guide to customizing the behavior of thistask or its appearance in
the rAPA web interface:
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Configure Notification: XML-RPC

Table 11.9. Configure Notification Configuration

Configuration Directive Default Value Description Already in
Section r apa- cust on?
[global] configure.SmtpCohifueidden Hidethe SMTP no

configuration part
of the notification
task (which
wasin itsown
separate task
prior to rAPA 3.x

Configure Notification: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details" at the following API link to see what arguments to pass and what data types
are returned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docs/raapl ugins.configure.web.notify.Notify-class.html
* index(self)

notifySave(self, emails)

mailUpdate(self, mailRelay=None, mailFrom=None)

» save(self, mailRelay=None, mailFrom=None, emails=[])

getStatus(self)

Standard Plugin: Configuration, Configure Proxy

Python identity: / conf i gur e/ Pr oxy
The proxy part of the configuration plugin provides the Configure Internet Proxy page in the

rAPA web interface and the ability to configure HTTP and HTTPS proxies using XML-RPC
cals.

Configure Proxy: Custom Configuration

There are no custom configuration optionsfor the Configure Internet Proxy task except to enable
or disable the plugin as described in Chapter 5, Available Tasks and the Configuration Wizard.

Configure Proxy: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details' at the following API link to see what arguments to pass and what data types
are returned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docs/raapl ugins.configure.web.proxy.Proxy-class.html
» getConfg(self)
¢ index(self)
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Standard Plugin: Configuration,
System Time

« saveProxy(self, httpProxy="", httpPort=0, httpUser="", httpPass="", httpsProxy="",
httpsPort=0, httpsUser="", httpsPass="")

Standard Plugin: Configuration, System Time

Python identity: / conf i gur e/ Set Ti neZone

The system time part of the configuration plugin provides the System Time page in the rAPA
web interface and the ability to configure the time zone and system time using XML-RPC calls.

Note

If the appliance is a virtual appliance running on a private hypervisor or a cloud
computing environment, the system time is managed by the hardware on which the
virtual machine is running. In these cases, rAPA displays a message indicating this, but
still allowing the rAPA user to modify the time zone.

System Time: Custom Configuration

There are no custom configuration options for the System Time task except to enable or disable
the plugin as described in Chapter 5, Available Tasks and the Configuration Wizard.

System Time: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details" at the following APl link to see what arguments to pass and what data types
arereturned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docs/raapl ugins.configure.web.settimezone. Set TimeZone-
class.html

¢ index(sdlf)

o skip(self)

o save(self, zonelList=", daysList=", monthsList=", yearsList=", hoursList=", minutesList=",
ntpserver=", usesNtp=Fal se, zoneOnly=False)

* getProperties(self)
» getTimeZonelist(self)

Standard Plugin: Configuration, Manage Entitlements

Python identity: / confi gure/ Entitl ements

The entitlements part of the configuration plugin provides the Manage Entitlements page in the
rAPA web interface and the ability to upload an entitlement key to an appliance using XML-RPC.

Manage Entitlements: Include entitlements.xml

Even though this task is included and enabled by default in rAPA, appliance developers must
have avalid entitlementsfile (ent i t | ement s. xm ) on the appliancein order for thistask to
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Manage Entitlements: Custom
Configuration

be active. The contents of thisfile and the updates to which it entitles an appliance are controlled
as part of the rPath Appliance Platform Entitlement Service (rES). See rES documentation to
learn how to generatetheent i t | ement s. xm filefor the appliance.

If you are using a shadow of the r apa- cust ompackage for customizations, you can add an
entitlenments. xm filetothat packagetoinstall along with your other customizations. Then,
add thefollowingr . addSour ce totheset up methodinr apa- cust om r eci pe toinstall
the filein the location which rAPA checks by default for thisfile:

r.addSource('entitlenments. xm"',
dest="/etc/conary/entitlenents. xm")

Manage Entitlements: Custom Configuration

There are no custom configuration options for the Manage Entitlements task except to enable or
disable the plugin as described in Chapter 5, Available Tasks and the Configuration Wizard.

Entitlements: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details" at the following API link to see what arguments to pass and what data types
are returned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docs/raapl ugins.configure.web.entitlements.Entitlements-
class.html

¢ index(self)

» doSaveKey(self, key)

o saveKey(sdf, key)

* getEntitlementMap(self)

Standard Plugin: Configuration, Upload SSL Certificate

Python identity: / conf i gur e/ SSLCer t
The SSL certificate part of the configuration plugin provides the Upload SSL Certificate page

in the rAPA web interface and the ability to upload anew or replacement SSL certificate using
XML-RPC calls.

Upload SSL Certificate: Custom Configuration

Use the following table as a guide to customizing the behavior of this task or its appearance in
the rAPA web interface:
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Upload SSL Certificate: XML-
RPC

Table 11.10. Upload SSL Certificate Configuration

Configuration Directive Default Value Description Already in
Section rapa- cust onf

[global] server.ssl.socket_[86A3 The port on no
which to run the
secure HTTP
connection to
rAPA using SSL

[global] server .sdl.certificatéetc/ssl/pem/ The location no
raa.pem" of the SSL
certificate that
is uploaded by
the Upload SSL
Certificate task

[global] server.sdl.private| feby/ssl/pem/ Thelocation no
raa.pem of the SSL
certificate that
is uploaded by
the Upload SSL
Certificate task

Upload SSL Certificate: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details" at the following APl link to see what arguments to pass and what data types
are returned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docs/raapl ugins.configure.web.ssl cert. SSL Cert-class.html
* index(sdf)

* upload(self, ssiCert=None)

* regenerate(self, confirm=False)

Standard Plugin: Appliance Logs
Python identity: / | ogs/ Logs

The logs plugin provides the Appliance Logs page and log file lines or entire log file downloads
using XML-RPC.

Using configuration options, appliance developers can customize the number of lines displayed
inthe web interface for alog, and the logsthat are available for download from the web interface
or using and XML-RPC call. Files that are added to the comma-separated logs.files list should
be indicated by absolute path.

Compressed files and null (None) entries may be included for download in the logs.files list.
Compressed files can beincluded for download, but the plugin does not generate the compressed
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Appliance Logs: Custom
Configuration

log files themselves. The plugin supports the download of compressed files of the following
mime types:

» tar.gz

* tgz

e Z

e bz2

e zZip

[ ] gz

Null entries (or entries using None instead of a file path) will have the name of the log in the
drop-down list in the web interface, but they do not contain any log file or compressed archive.

If you are using a shadow of r apa- cust om modify the logs.num_lines and logsfiles lines as
desired for your appliance, and use the commentsin the file as a syntax guide for thefilelist.

Appliance Logs: Custom Configuration

Use the following table as a guide to customizing the behavior of thistask or its appearance in
the rAPA web interface:

Table 11.11. Appliance L ogs Configuration

Configuration Directive Default Value Description Already in
Section r apa- cust onf?
[/logs] logs.num_lines 100 The number of no
lines displayed
from the selected
log file, always
from the end of
thefile
[/logs] logs.files {'Appliance Thelog selection no

Logs: None, list

'‘Conary": 'Ivar/

log/conary’,

'‘Agent Service':

‘Ivar/log/raal

raa-service.log,

'Agent Web

Service': 'var/

log/raalweb’,

'System”: ‘Ivar/

log/messages’}

Note

Inearlier versionsof rAPA, logs.display_lineswas used to set the optionsfor userswhen
selecting the number of linesto display. Startingwith rAPA 3.0.0, thisfeatureisremoved
and appliance developers select a single value for the number of linesto display.
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Appliance Logs: XML-RPC

Appliance Logs: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details' at the following API link to see what arguments to pass and what data types
are returned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docs/raaplugins.logs.web.logs.L ogs-class.html
* index(sdf)

» downloadL ogs(self, logName)

» getLog(self, logName, lines)

Standard Plugin: Schedule Reboot
Python identity: / r eboot / Reboot

The reboot plugin provides the Schedule Reboot page and the ability to reboot, shut down, or
schedule a reboot for the appliance using the web interface or XML-RPC calls.

Schedule Reboot: Custom Configuration

There are no custom configuration options for the Schedule Reboot task except to enable or
disable the plugin as described in Chapter 5, Available Tasks and the Configuration Wizard.

Schedule Reboot: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details" at the following API link to see what arguments to pass and what data types
are returned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docs/raapl ugins.reboot.web.reboot. Reboot-class.html
* rebootNow(self)

 shutdownNow(self)

¢ index(self)

» saveSchedule(self, year, month, date, hour, minute, schedld=None)

* unscheduleReboot(self, schedld=None)

o getTaskType(self, schedld)

Standard Plugin: Rollbacks
Python identity: / r ol | backs/ Rol | backs

The rollbacks plugin provides the Rollbacks page and the roll back al the changes made to the
system during one or more of the most recent appliance updates, using either the web interface
or XML-RPC cdls.

Rollbacks: Custom Configuration

There are no custom configuration options for the Rollbacks task, but some of the Updates
task configuration requires that the rollbacks plugin is enabled (see the section called “ Standard
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Rollbacks: XML-RPC

Plugin: Updates’). Also, note that the rollback mechanism is powered by the appliance's
underlying Conary filesystem management, and a custom Conary configuration can be packaged
for the appliance when necessary.

Rollbacks: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details" at the following API link to see what arguments to pass and what data types
are returned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docs/raapl ugins.rollbacks.web.rollbacks.Roll backs-class.html
* index(sdf, start=0, length=3)

« calRollback(self, roName)

* getRollbackName(self, schedld)

« finishRollback(self, roName)

Standard Plugin: Manage Services
Python identity: / ser vi ces/ Ser vi ces
The services plugin provides the Services page and the ability to stop, start, or restart services
running on the underlying operating system of the appliance, using either the web interface or
XML-RPC cadlls.
All services displayed when running chkconfi g --1i st on the appliance can be managed
in the Services web interface except for those hidden by using services.hidden. Default
configuration for the services plugin, including the default services.hidden value, isin/ et c/
raa/ pl ugi ns. d/ servi ces. cfg.

If you are using a shadow of r apa- cust om modify cust om cf g to add a [/services/
Services] section with the desired custom configuration for the services plugin.

Manage Services: Custom Configuration

Use the following table as a guide to customizing the behavior of this task or its appearance in
the rAPA web interface:
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Manage Services: XML-RPC

Table 11.12. Manage Services Configuration

Configuration Directive Default Value Description Already in
Section r apa- cust on?
[/services/ services.hidden |['rad,'raa The services that no
Services) restore','aaa_raa- |may be running
shutdown','Makefileth the appliance
that should not be
managed in the
web interface
[/services services.introT ext"Servicesto start | The introductory no
Services) and stop.” text displayed
in the Manage
Services web
interface
[/services/ services.descriptidrhttp’: 'Apache |Friendly no
Services) Web Server', descriptions
'mysgld': of services
'MySQL to replace
Database, displaying the
‘crond’: 'Cron names of the
Daemon’, 'sshd’, |servicesinthe
'Secure Shell'} web interface
(such as "Apache
Web Server” to
be displayed in

place of "httpd")

Manage Services: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details" at the following API link to see what arguments to pass and what data types
are returned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docs/raapl ugins.services.web.services. Services-class.html

. index(self)

« callChangeState(sdlf, srv, act)
 getJobProp(self, schedld)

Standard Plugin:

Updates

Python identity: / updat et r oves/ Updat eTr oves

The updatetroves plugin provides the Updates page and the ability to check for and perform
updates and manage the update schedule using either the web interface or XML-RPC calls.
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Updates: Configure the Number of
Kernelsto Keep

Warning

Appliance updates using rAPA are specially designed to operate on the top-level group
that defines the appliance, doing more than a typical command-line update (such as
with conary update or conary updat eal |). Because of this, any updates
on the appliance done using the command line instead of rAPA could cause future
rAPA updates to fail or to corrupt the appliance. Remember that in the appliance
model, interfaces such as rAPA should completely replace all command line system
management, including updates.

Updates: Configure the Number of Kernels to Keep

Appliance devel opers can configure the number of Linux kernelsthe underlying operating system
will keep after an update. From the web or XML-RPC interfaces, though, users cannot see this
configuration or override it. Though the default configuration is usually sufficient, developers

are encouraged to recogni ze the importance of keeping "last known good” kernelsin case of boot
failures after an update.

Use the updatetroves.kernelNumber configuration directive to override the default value of "2"

setin/ et c/raal/ pl ugi ns. d/ updat et roves. cf g. Select avalue asfollows:

» Use 0 (zero) to alow Conary's configuration to determine what actions should be taken. By
default, Conary will keep al kernels "pinned" so that no older kernels are removed after
updatesto theker nel package.

» Using 1 (one) will give the same results as 2, preventing the removal of a"last known good"
kernel to which the appliance can boot.

» Use 2 or greater to keep that number of kernels pinned after update to the ker nel package.
Thisisinclusive of the currently running kernel, so the default "2" implies that the appliance
can update to the newest kernel and keep just one other "backup” kernel for atotal of two.

Updates: Show or Hide the Migrate Tab

A migrate is a special type of appliance update that replaces all the software from the top-level
group down. A migrate also removes some data on the system that is not managed as part of that
group, possibly including some application data. Because a migrate action is usually a form of
system repair or performed in the rare case of a major appliance restructuring, the Migrate tab
in the web interface is hidden, even though it can be called with a particular URL.

Enable the Migrate tab in the web interface by setting updatetroves.migrate.hide to Tr ue in
the [/updatetroves] section of your configuration. Otherwise, to call the migrate operation in the
web interface even when the tab is hidden, access the following URL on the appliance (replacing
"hostname" as appropriate):

htt ps:// host nanme: 8003/ updat et roves/ Updat eTroves/ m grat e
Updates: Display Extended Information
Appliance developers can provide users with extended information about an available update,

including the differences between current and pending software versions. To do this, devel opers
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Updates: Display Extended
Information

must use the updatetroves.rootUr| directive that displays a hyperlink beside the System Update
text when updates are available for the appliance. When the user clicks to view the extended
information, the web interface displays additional update details provided by the rPath Appliance
Platform Update Service appliance.

The Update Service connects the appliance to the URL specified by the updateTroves.rootUrl
configuration directive. When it accesses that service using HTTP GET requests, the URL is
modified by appending a question mark (?) and a set of variables which correspond to naming
and version information for the software comprising your appliance. The following table shows
thelist of variables that can be passed:

Table 11.13. Update Service Query Variables

Variable Name Description Example

og Old Group The current top-level | group-example
group

ov Old Version The current version of [1.0.5-0.3-2
the current top-level
group

ng New Group The desired top-level | group-example
group

nv New Version The desired version of [1.0.6-0.1-1
the desired top-level
group

The following is an example query to the Update Service showing the modified URL :

htt p: //updat es. exanpl e. con?og="gr oup-di st"; ov="1.0.5-0. 3-2"; nc

The variables used in the platform's HTTP GET query correspond to data which is stored in a
database for use by the rPath Appliance Platform between the appliance and an Update Service
appliance. The following table is an example table structure:

Table 11.14. Example Structurefor the Update Service Database

Column Type
Groupld INTEGER PRIMARY KEY
GroupName VARCHAR(100)
GroupVersion VARCHAR(100)
Details TEXT

The Details field should contain alist of al changes from the previous Groupld. Thus, you can
join al of the Detailsfor all of the Groupld values between the old group name and version and
the new group name and version.
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Updates: Offline Updates Using
Externa Media

Todisplay theadditional updateinformation from thisquery, usethefollowing two configuration
directives as listed in the section called “ Updates: Custom Configuration”:

e updateTroves.migrate -- Set this to Tr ue; this corresponds to your appliance migrating
software to a new version rather than updating it

» updateTroves.rootUrl -- Set this to your custom Update Service URL and specify the update
details

Updates: Offline Updates Using External Media

Appliance vendors can offer appliance updates using external media instead of over a network
connection from an Update Service appliance. This is useful for appliances that are deployed
over an unreliable Internet connection or are completely disconnected from the Internet or other
network-accessible Update Service resource.

rAPA can detect and can connect devices, such as USB drives, to determine if they contain an
available updatefor the appliance. Even though the devicewill have all the components needed to
bring any appliance up-to-date to a specific version, it is not ameans of reinstalling the appliance
initsentirety.

See the rBuilder User Guide [http://docs.rpath.com/rBuilder_User Guide/index.html] for more
information on creating an offline update that can be used to update deployed appliances.

Updates: Custom Configuration

Use the following table as a guide to customizing the behavior of this task or its appearance in
the rAPA web interface:
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Table 11.15. Uj

apdatetroves.ker

pdates Configu

2 Number

ration

Set the number

of kernelsto keep
as "last known
good" when
updates occur
(see the section
called “Updates:
Configure

the Number

of Kernelsto

Keep”)

no

[/updatetroves]

updatetroves.freg

vétPath b/raal
frozen"

Thelocation on
the appliance's
filesystem where
update jobs are
frozen

no

[/updatetroves]

updatetr oves.dloadWathib/raal/

dload"

Thelocation on
the appliance's
filesystem where
update jobs are
downloaded if
available

no

[/updatetroves]

updatetroves.mnt

Patdr/lib/raal
mounts’

Thelocation on
the appliance's
filesystem where
external devices
are mounted

for the purpose
of providing
"offline" updates
(see the section
called “Updates:
Offline Updates
Using External
Media")

no

[/updatetroves]

updatetroves.r eby

oeRsE er Update

Reboot the
machine after
every update

no

[/updatetroves]

updatetroves.bac

Kegb&efor eUpdate

Perform a backup
before each
update operation,
and perform a
restore after each
rollback; requires
the rollback
plugin to be
enabled, also (see
the section called
“Standard Plugin:
Rollbacks”).

no




Updates: XML-RPC

Updates: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details' at the following API link to see what arguments to pass and what data types
are returned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docs/raapl ugins.updatetroves.web.updatetroves.UpdateTroves-
class.html

 getStatusByUpdatel d(self, updateld)

* index(sdlf, schedld=None)

» getMountedMedia(self)

* callSegmentedCheck(self, updateSegmentList=None, repoPath=None)

» callCheck(self, troveSpec=None, method=None, repoPath=None)

 calDownload(self, updatel d)

 calUpdate(self, updatel d)

* revertJournal (self)

+ callGetRunStatus(self)

o prefs(sdf)

o prefsSave(sdf, checkFreq, timeHour, timeDay, timeDayMonth, doCheck="off",
doAuto="off")

* getAvailableUpdatesRss(self)

* callGetAvailableUpdates(self)

» saveSchedul e(self, updateld, year, month, date, hour, minute)

¢ unscheduleUpdate(self, updatel d)

* calCancelUpdate(self)

» mediaSearch(self)

» mediaUnmountSingle(self, mntpoint)

» mediaUnmountAll(self)

» mediaUnmount(self)

» getTaskDetails(self, schedld)

« reportDone(self, updateld, stage, ret)

* clearAllButCurrentUpdate(self, updatel d)

* migrate(self)

» doMigrate(self, troveName, troveVersionFavor)

Note

Starting with version 2.1.3, rAPA provides a segmented update system through XML-
RPC. Segmented updates may reduce testing costs through ensuring a standard upgrade
path from one version to the next. To learn more about this feature, see its dedicated
section, the section called “XML-RPC for Segmented Updates”.

Standard Plugin: User Management

Python identity: / user managenent / User I nt er f ace
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User Management:Roles

The usermanagement plugin provides the User Management page and the ability to add, modify,
and delete users and user groups using either the web interface or XML-RPC calls.

Note

rAPA can be modified to use external authentication of users instead of its native
user management. To use this feature, refer to the instructions in Chapter 8, External
Authentication for rAPA.

User Management:Roles

Each task in the rPath Appliance Platform Agent has one or more roles to which that task is
considered available. rAPA has asingle built-in role of "admin” for al its standard plugins, and
appliance developers can add other roles as appropriate. the rAPA Plugin Development Guide
[http://docs.rpath.com/rAPA_Plugin_Development_Guide/index.html] covers how to add roles
to plugins so that administrators can delegate responsibilities to those in other roles.

The User Management interface displays al the available roles for al the plugins loaded when
rAPA starts. Select from the available roleswhen creating auser group to associate the roleswith
that group. This ensures users who are members of a particular user group have the appropriate
available tasks when accessing the rAPA interfaces.

User Management: Custom Configuration

The only custom configuration options for the User Management task are those associated with
using external authentication. These extend the / et ¢/ r aa/ cust om cf g file as with other
configuration directives. See Chapter 8, External Authentication for r APA for further instruction
and reference.

User Management: XML-RPC

When creating an XML-RPC client for managing and appliance using rAPA, reference the
"Method Details' at the following API link to see what arguments to pass and what data types
are returned for each of the exposed methods listed here:

http://cvs.rpath.com/rapa-3.0-docy
raapl ugins.usermanagement.web.usermanagement.Userl nterface-class.html

* index(self)

» users(self)

» saveUserViaXmirpe(self, username, pwdl, pwd2, groups=[])
» saveUser(self, username, pwdl, pwd2, groups=[])

» addUserViaXmirpc(self, username, pwdl, pwd2, groups=[])
» addUser(sdlf, username, pwdl, pwd2, groups=[])

» deleteUser(self, username)

» groups(self)

» deleteGroup(self, id)
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Standard Plugin: Flip-flop Update

» addGroup(self, groupName, roles=[], groupDesc=")
» saveGroup(self, groupName, roles=[])
 changePassword(self, oldpwd=", pwd1=", pwd2=")

Standard Plugin: Flip-flop Update
Python identity: / f | i pfl op/ Updat e

The flipflop plugin, only available to customers using rAPA from pr oduct s. r pat h. com
replaces the default update mechanism (which uses Conary on a single partition) with an
update mechanism that uses multiple aternating partitions. The plugin uses two or more system
partitionsand aspecial boot |oader configuration to provide afailsafein case anew system update
causes issues on an appliance.

rPath recommends using the default Updates mechanism to provide the benefits of Conary during
updates (see the section called “ Standard Plugin: Updates’). The flipflop plugin provides an
alternative to this recommendation for those that place a high priority on the time it takes to
perform an update or to revert to alast known good state should an update fail.

When the appliance administrator selects to update an appliance configured to use this flip-flop
mechanism, rAPA performs an appliance update as follows:

Upload or download the update image

Unmount the alternate system partition

Format the alternate system partition

Unpack the update image to the alternate system parition

Copy designated files from the current system partition to the alternate system partition
Configure the book loader to boot once to the alternate system partition

Reboot the system to the alternate partition

N o o b~ owdhPRE

After performing this update, the appliance user has the opportunity to test the updated system
and to either accept the update or reboot the appliance to its "last known good™ state.

Note

If the partition that is to be used as the update target isin use at the beginning of aflip-
flop update, the update will fail and return an error. One way to check whether a device
isinuseistousef user - mon the system's command line.

To develop and appliance to use the flip-flop update mechanism, use the following as a checklist
during devel opment:

* On the appliance, include rAPA from pr oduct s. r pat h. com

» Use custom rAPA configuration (such as in a shadow of the r apa- cust om package) to
enable the flipflop plugin and to configure the flip-flop update mechanism.

» Ensure the appliance uses the GRUB bootloader with a GRUB configuration designed to
chainload the alternating system partitions.
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* Modify the medi a-t enpl at e package for the appliance to include a kickstart file for
automating an 1SO installation.

* Include a separate partition or the appropriate files and scripts to preserve and copy data
between the alternate partitions.

* If desired, include a signed update image mechanism.
» Configure afactory reset and any other partitions as desired.

Flip-flop Update: Partitions and Kickstart

As previoudly stated, the flipflop plugin uses two or more system partitions and a specia boot
loader configuration. The following partition structure supports the flip-flop update mechanism
and provides an additional partition for preserving application data separate from the updating
system:

» Boot partition

» Appliance/operating system partition 1

» Appliance/operating system partition 2

» Application data partition

* Swap partition

» Factory reset partition (if provided by appliance developers, see the section called “ Standard
Plugin: Factory Reset”)

The appliance installs on one of the two system partitions and makes it the default partition to
which the appliance should boot. Devel opers should a so ensure that when using the datapartition
for preserving application data, the appliance is configured to store all the critical application
data on that partition. Whether or not the application data partition is used, though, developers
can designate thefiles that should be copied between partitions during the update (see the section
called “Flip-flop Update: Copy Data Between Partitions’).

To use the flip-flop update mechanism, developers must use the GRUB bootloader. GRUB is
the default bootloader for appliances based on rPath Linux version 1, but SYSLINUX is the
default for rPath Linux version 2 and requires appliance developers to override this default
when developing the appliance. For flip-flop, the master boot record (/ dev/ sda or / dev/
hda) contains a GRUB configured to read from the / nai nboot configuration, the mount
point default configured using the flipflop.mounts.maingrub directive. GRUB chainloadsthe two
system partitions. The following isasamplefor / nai nboot / gr ub/ gr ub. conf used onan
appliance with the flip-flop update mechanism enabled:

#boot =/ dev/ sda

defaul t =0

ti meout =9

title Partition A
root noverify (hd0, 0)
chai nl oader +1

title Partition B
root noverify (hdoO, 1)
chai nl oader +1
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Appliance devel opers should install GRUB to thefirst system partition instead of the master boot
record when installing the appliance from an 1SO image. Thisand other GRUB configuration can
be handled with a kickstart file used to automate the installation. The following is an example
kickstart file which can be included by modifying the medi a- t enpl at e package for your
appliance:

boot | oader --1ocation=partition

clearpart --al

part /nmainboot --fstype ext3 --size=20 --asprinary
part / --fstype ext3 --size=2048 --asprinary

part /alt --fstype ext3 --size=2048 --asprimry
part /factory --fstype ext3 --size=2048

part swap --size=1000 --grow --nmaxsi ze=2000

part /srv --fstype ext3 --size=100 --grow

%post --nochroot

di sk=hda #Or sda dependi ng on hardware

#echo "Renounting /dev/ ${di sk}1" |tee /tnp/post.|og
nmount /tnp/ ${disk}1l /mt/sysinmage -0 renmount,ro

#echo "Unnounting /dev/ ${di sk}2" |tee -a /tnp/post.|og
unmount /tnp/ ${di sk} 2

echo "Copying /tnp/ ${disk}1l to /tnp/${disk}2" |tee -a /tnp/post.|og
dd if=/tnp/${disk}1 of =/tnp/${disk}2

echo "Renounting /dev/${disk}1" |tee -a /tnp/post.|og
nount /tnp/ ${di sk}1 /mt/sysi nage -0 renount,rw
nmount -t ext3 /tnp/ ${disk}2 /mt/sysimge/alt

echo "Modi fying fstab" |tee -a /tnp/post.|og
cp /mt/sysinmage/etc/fstab /mt/sysinmage/etc/fstab.orig
sed -e 's/LABEL=\/[0-9]*\ ([ \t]*\/ \)/\/dev\/"$disk'1\1/' -e 's/LABEL=\/alt

cp /mt/sysinmage/alt/etc/fstab /mt/sysinmage/alt/etc/fstab.orig
sed -e 's/LABEL=\/[0-9]*\([ \t]1*\/ \)/\/dev\/"'$disk'2\1/' -e 's/LABEL=\/alt

echo "Modi fying grub configuration" |tee -a /tnp/post.|og
nkdi r /mmt/sysi mage/ mai nboot / gr ub

cp / mt/sysi nage/ boot/ grub/* /mt/sysi nmage/ mai nboot/ gr ub/
cat <<EOT >/ nmmt/sysi mage/ nai nboot/ grub/ gr ub. conf
#boot =/ dev/ sda

def aul t =0

ti meout =10

title System | nmage 1
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root noverify (hdo, 0)
chai nl oader +1
title System | mage 2
root noverify (hdO, 1)
chai nl oader +1
EOT

cp / mt/ sysi nage/ boot/ grub/ grub. conf /mt/sysi nage/ boot/ grub/grub.conf.oric
sed -e 's/root=LABEL=\/[0-9]*/root=\/dev\/"' $disk'1l/' </ mt/sysimage/ boot/gr
sed -e 's/root=LABEL=\/[0-9]*/root=\/dev\/"' $disk'2/' </ mt/sysinmage/alt/boc

echo "Installing grub” |tee -a /tnp/post.|og

echo "install (hdO,2)/grub/stagel (hd0) (hdO, 2)/grub/stage2 (hd0, 2)/grub/gr
echo "install (hdO,0)/boot/grub/stagel (hd0,0) (hdO, 0)/boot/grub/stage2 (hc
echo "install (hdO,1)/boot/grub/stagel (hd0, 1) (hdO, 1)/ boot/grub/stage2 (hc

#Optionally set up the factory inages
echo "Creating Factory Reset Datasets"
/It /sysimage/ bin/tar -czvplf /mt/sysinmage/factory/system mage.tgz -C / mt
/mt/sysimage/ bin/tar -czvplf /mt/sysinmage/factory/datai mge.tgz -C /mt/ ¢

#copy the post log into the system i mage.
nkdir -p /mt/sysi mage/root/ postdebug
cp /tnp/post.log / mt/sysimge/root/ postdebug

For further reference on GRUB and customizing the appliance installer, see the following:
* www.gnu.org/software/grub/
* http://wiki.rpath.com/wiki/rPath_Linux:Installer_Customization/media-template

Flip-flop Update: Generate Update Images

To generate an update image to work with the flipflip plugin, use rBuilder create a compressed
tar file from the same appliance group as the appliance image. Make that compressed tar file
available as part of the rPath Appliance Platform Update Service (see the rBuilder User Guide
[http://docs.rpath.com/rBuilder_User Guide/index.html] for more information on generating
and releasing appliance images).

Flip-flop Update: Copy Data Between Partitions

Whether or not a separate application data partition is used, developers can designate data
that should be copied from the current partition to the aternate partition after the update
image is unpacked there. Two configuration directives are used to manage accomplish this:
flipflop.files.system to indicate a list of files that should be that should be included, and
flipflop.commands.applianceconfig for a script that should be run (such asto copy a database or
move a series of configurations).

rAPA copies over several settings by default. It preservesits own database (/ var /| i b/ r aa/
raadb), and it copies the filesindicated in the default value of flipflop.files.system.
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Flip-flop Update: Signed Update
Images

For moreinformation about these configuration options, seetheir entriesin thetablein the section
called “Flip-flop Update: Custom Configuration”.

Flip-flop Update: Signed Update Images

Appliance devel opers can configure an appliance to validate update imagesfor aflip-flop update.
This uses GnuPG signatures, requiring that gpg: r unt i me isinstalled as part of the appliance.
To configure this feature, devel opers prepare the appliance as follows:

» Generate the GnNuPG key for signing images on a system that has OpenGPG installed
(packaged as gnupg for Conary-based systems). Usethegpg - - gen- key and follow the
prompts, and remember the passphrase you associate with the key.

» Package and install as part of the appliance the keyring to be used to validate signed images,
ensuring it is installed to the location indicated by the flipflop.validate _signature.key ring
configuration directive for rAPA.

» Use the custom rAPA configuration package (such asr apa- cust on) to set the following
inthe [/flipflop] section of / et ¢/ raa/ cust om cf g:

* flipflop.validate_signatureto "True"

« flipflop.update _check url to the URL of the FTP or web server that the appliance should
check for update images

 Establish a system to create signed update images that can be validated by the keys on the
appliance.

Use the following steps to create a signed update image:

1. Generate aCompressed Tar Fileimage of the updated appliance.

Download the compressed tar file of the image to a system that has OpenPGP installed and
that has a GnuPG signing key that can sign an image for validation with the key ring on
the appliance.

3. Sign the compressed tar file of the image with the following command, replacing
"filename.tgz" with the appropriate name of the downloaded file:

gpg --sign --conpress-al go none filenane.tgz

4. Upload the signed update image to an FTP server or web server from which appliances can
download thoseimages. Be surethat the value of flipflop.update _check url inthe[/flipflop]
section of the rAPA configuration is set to the URL of this server.

If desired, verify the signed imagefileusinggpg - - veri fy onthefilenameendingin. gpg,
or extract the image by running gpg on that filename. For more information about managing
keys with GnuPG, see the GNU Privacy Handbook: http://www.gnupg.org/gph/en/manual.html

Industry-standard signing operations using GnuPG state that an individual is responsible for
the signing key while the signing operation is executed by another individual (who is subject
to the security policies created by the corporate entity). rPath recommends that the process
NOT be automated in order to validate and verify individual signatures (for security purposes).
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Flip-flop Update: Custom
Configuration

Saving private keys within rBuilder or an Update Service appliance would introduce significant
additional liability in securing those private keys on a networked server. However, because the
image must be delivered to the end customer, a distribution method outside of rBuilder or rUS
must be used, such asFTPor HTTP.

When validating against an expired public key, the Conary OpenPGP library uses the signature

date (as opposed to the current date) when validating signatures. This means that a flip-flop

update may be provided which updates the OpenPGP keyring itself, but that update needs to be

signed before the original key expiresin order for it to be validated by the deployed appliance.
Flip-flop Update: Custom Configuration

Use the following table as a guide to customizing the behavior of the flip-flop mechanism when
it replaces the default update mechanism for the Updates task:
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is executed while

the dternate
Flip-flop Update: Custom partition|is
Configuration mounted, this
valueisrelative
Table 11.16. Flip-flop Update|Configuration |to that mount
point. For
example, if the
aternate partition
ismounted as/
alt
[/flipflop] flipflop.files.systerfyetc/ Thelist of flat no
modprobe.conf’, |filesthat should
'fetc/hosts, 'fetc/ | be copied to
resolv.conf', '/ the dternate
etc/localtime, (updated)
'fetc/sysconfig/ | partition as part
{ network,network:of aflip-flop
scripts/ifcfg- update
* network-
scripts/keys-
* clock,i18n,iptables,hwconf,
firstboot,grub,keyboard,mouse}
'etc/raal
raa-service.
{ privkey,pubkey},
'fetc/sdl/pem/
raa.pem]
[/flipflop] flipflop.validate_skephsture Validate no
updates for
GPG signatures
(require signed
updates);
requires that
gpg: runtinme
isalso included
on the appliance
[/flipflop] flipflop.validate s'éwatlibérkaly ringl ocation that no
keyring" contains the GPG
keysto vaidate a
signed update; if
flipflop.validate signature
is"True," aGPG
signatureis
required for the
update image,
and that image
must be signed
directly by a
key contained

in/var/lib/
raal/ keyri ng/

pubring. gpg
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Flip-flop Update: XML-RPC

The source code for this plugin is closed, but the Python methods for performing the tasks of
a flip-flop update are exposed for XML-RPC. Contact rPath support under the terms of your
customer support agreement to request the exposed methods and their expected argumentswhen
programming an XML-RPC client for this task.

Standard Plugin: Factory Reset
Python identity: / f act or yr eset / Fact or yReset
The factory reset plugin, only avalable to customers using rAPA from
product s. r pat h. com andit requirestheflipflop pluginto beinstalled and configured, even
if it is not used as the appliance's update mechanism (see the section called “Standard Plugin:

Flip-flop Update”).

Though the aternate partition isavailablein GRUB aswith the flip-flop update, the factory reset
also changes the data partition, eliminating the ability to revert to the previous system state.

Factory Reset: Images
The factory reset image includes a system image and a data image, each in the form of
a compressed tar file. The files are created when the appliance is installed, typically with
commands executed from a kickstart file that is automating the | SO installation.
The factory reset reformats the system partition and unpacks the system image file into that
partition. The default name expected by the factory reset plugin is syst em nage. t gz and
can be configured with the factoryreset.image.system configuration directive.
Thefactory reset reformats the data partition, mountsit, and unpacksthedat a i mage fileinto
that partition. The default name expected by the factory reset plugin is dat ai nage. t gz and
can be configured with the factoryreset.image.data configuration directive.
The following should be executed when the appliance is installed and can be included in the
kickstart file as described in the section called “Flip-flop Update: Partitions and Kickstart”:

$> tar czplf /factory/system mage.tgz /
$> tar czplf /factory/system mage.tgz /srv

Factory Reset: Configure

Use the following table as a guide to customizing the behavior of the factory reset mechanism:
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“Factory Reset:
Images’

Factory Re

éfadoryrgaet]

factoryreset.parti

tidevdsdar

Table11.17. Factory Reset Configuration

Device associated
with the

factory reset

data partition
described in the
section called
“Factory Reset:
Images”

no

[/factoryreset]

factoryreset.mou

ittemtboyy

Mount point on
the appliance
filesystem for the
device associated
with the factory
reset system
partition

no

[/[factoryreset]

factoryreset.mou

fthata

Mount point on
the appliance
filesystem

for the device
associated with
the factory reset
data partition

no

[/factoryreset]

factor yr eset.imageygssiaimage.tgz

Filename
expected for the
system image on
the filesystem
mounted at
factoryreset.mount

no

system

[/factoryreset]

factor yr eset.imageldai enage.tgz

Filename
expected for the
dataimage on
the filesystem
mounted at
factoryreset.mount

no

.data

[/factoryreset]

factoryr eset.comnyabitg.pr eset

pre_appliance_res

Script to berun
Hefore the system
isreset, such
asto stop any
services that
could corrupt
data; script

name cannot
have while
spaces, and any
arguments should
be separated with
spaces as when
calling the script
at the command

line

no
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In addition to these configuration directives, be sure to adjust the following flip-flop update
configurations as necessary to incorporate the factory reset partition: flipflop.partitions.boot,
flipflop.mount.boot, and flipflop.mount.maingrub.

Factory Reset: XML-RPC

The source code for this plugin is closed, but the Python methods for performing the tasks
of a factory reset are exposed for XML-RPC. Contact rPath support under the terms of your
customer support agreement to request the exposed methods and their expected arguments when
programming an XML-RPC client for this task.
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